AKTYAJIBHBIE CIIOCOBbI COBEPHIEHUSA
KUBEPIIPECTYILUIEHUI

Kak He cTaTh ’KepTBOM NPECTYIJICHUHA B COLUAJIbHBIX CETAX

Ha ceromusimnuii 1eHb B MOJIOAEXKHOW CpPEJIe MBI BPSI JIA HAAEM TEX,
KTo He Owput  Obl  3apeructpupoBaH «BKontakrte», «DeiicOykey,
«MHCTarpamMm», KakKux-Iu00 TeMaTHdecKuX (opyMax WIIM WHBIX TUIOMIAIKaxX
JUTsI BUPTyaibHOTO 0OmIeHuss. OIHaKo HEKOTOpask HEONBITHOCTh, HAWBHOCTD
U JJOBEPUYMBOCTH MOPOM MPUBOJAT K HETATUBHBIM MOCJIEACTBUSIM.

Conmanehple cetH, (GOpyMbl, OJOTM — O3TO cpefa ¢ IPAKTUYECKH
MTHOBEHHON CKOPOCTBIO pachpocTpaHeHHs WH(POPMAIMKA W JTOBOJIBHO
CUJIBHBIM 3((GEeKTOM MaMsATH (COIEeP)KUMOE MHOTHUX COITHAIBHBIX PECYPCOB
WHJICKCUPYETCS U JOCTYIMHO M3 MOMCKOBUKOB). KpoMme Toro, pacrer MHACKC
JIOBEpUSI K ’TUM UCTOUYHHUKAM UH(OpPMALIHH.

OcHoBHas npoOJjieMa COLUAIBHBIX CETEH — 3TO JIOBEpHUE K TEM, KTO
BHECEH B CHHUCOK «apy3ei». be3nymHoe TmpeaokeHue «apyKOb»
OT HEWU3BECTHBIX WM MAJIOM3BECTHBIX JIIOJEM MOXKET TPUBECTU
K JpamMaTHYeCKUM TocieAcTBUsIM. OUeBUIHO, YTO YPOBEHBb JIOBEPUS K TEM,
KTO HaXOAMUTCSl B CIIUCKE «Ipy3€eil», MO ONMPEAETICHUIO BCEraa OyIeT BBIIIE,
yeM K CciaydaiHbM JiroAsM. C OJHOW CTOPOHBI, ATO XOpPOIIO, TaK Kak
bopMHUpYET JIOSIIBHYIO ayJJUTOPUIO BOKPYT YEJIOBEKA, HO C JPYrOll CTOPOHBI,
OTKPBIBAET IBEPU JIS 3110YMBILIJIEHHUKOB.

«JlpyXeckuit» CTUJIb OOIIEHHUSI, PACHPOCTPAHCHHBI B COLMAIBHBIX
ceTsax, oOMaHuuMB. OH MOXET CO3/laTh JIO)KHOE OIIYIIEHHUE, YTO BOKPYT
TOJBKO JAPY3bsi U JOOPOXKENATENH, C KOTOPHIMU MOXKHO JACJIUTHCS JIIOOOU
nHpopmarmen.

B Hacrosiiee BpeMs aKTyalbHBl CIEIYIOLIME BHUJIBI KHOEPYrpos,
C KOTOPBIMU MOT'YT CTOJIKHYThCSI (PU3UUECKHUE JIUIIA:
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yOEXKIaI0T BEPOSATHYIO >KEPTBY K COBEPIICHHUIO OIMPEACICHHBIX IEHCTBHIMA
CO CBOCH 0AHKOBCKOM TIJIATEKHOM KapTOH;
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pPECYpPCOB, KOHTPOJIHPYEMBIX
3JIOYMBIIIUICHHUKAMU, BHEIIHE CXOXHMX C HACTOAIIUMH (Hampumep,
NoA/AC/IbHBIE CTPaHUIIbl yCIIyTH «IHTEepHET-0aHKUHTY Pa3IMUYHBIX OAHKOB);

CTpyKTypa npecTymHbIX FPyNi

B pamKax IIPOBOIUMOM paboThI OBLIIO YCTaHOBJICHO,
YTO paccMaTpUBaEMbIi BHUJ TPECTYNHOM AESATEILHOCTU OCYIECTBIISETCS
HE OJMHOYKAMH, & KAK NPaBWJIO B COCTABE TPYIII, MMEIOLIUX OTACIIbHBIC
NPU3HAKKM OPraHU30BAHHBIX, YJIEHbl KOTOPBIX OOBIMHO JUYHO HE 3HAKOMBI
apyr ¢ apyroM. (Takue rpynmnbsl UMEIOT HEKOTOPOE CXOJICTBO C MHTEPHET-
Mara3uHaMmH 1Mo TOProBJi€ HAPKOTUKAMU U TICUXOTPOIIaMH ).

Paznenenne (QyHKIMA B TakuMX Tpymnmax MOXKET OCYIIECTBISIThCA
O CJICIYIOUIUM KaTeropusiM y4acTHUKOB (Ha3BaHUs MOA0OPaHbl YCIOBHO):

1) Be6-pa3pa6orunku. OOnagas HaBbIKAMH IPOrPaMMHUPOBAHUS,
CO3JAI0T OCHOBY (DUILIMHTOBBIX CAMTOB C 3aJ0)KEHHBIM MEXaHU3MOM
JUHAMUAYECKOTO JOOABJICHUSI B HUX BEO-CTpaHUIl, a TaKXKe MPOrpaMMbl JJis
aBTOMAaTH3allMU U UHTEPAKTUBHOCTHU MPOIIECCA CO3JJaHUsI TAKUX BEO-CTPAHMII.
Beb-pa3paboTuvku MOTYT HE SBJISITBCSI HEMOCPEACTBEHHBIMU yYaCTHUKAMU
MPECTYIHBIX TPYIII, a TOJbKO MHUIMATUBHO WM MOJI 3aKa3 pa3padaThiBaTh
CKPHITHI U IPOJIaBaTh UX UHBIM 3aUHTEPECOBAHHBIM JIUIAM.

2) AnMuHHCTPATOPBI. OCYIIECTRIISIOT PErHCTPALIMIO JOMCHHBIX HMCH
U ToA0Op XOCTHMHTa JJIsi HOBBIX CalTOB; OOECHEUYMBAIOT HX OIUIATY,
3arpy’kar0T Ha XOCTHHT (aiiiibl (PUIIMHTOBBIX CAWTOB, HACTPOUKY CaWTOB
UX W B3aUMOJCHUCTBUE ¢  Telegram-6oramu; KOHTPOJIUPYIOT
(GYyHKIIMOHUPOBAHKE YKa3aHHBIX PECYPCOB; OOECIEUMBAIOT CUCTEMY BBIBOJA
JNEHEXKHBIX CPEICTB C KApPT-CUYETOB TPAXKIAH TOCPEACTBOM CO3JAHUS
(TOJIPICKAHUST 3apETUCTPUPOBAHHBIX Ha TMOJICTABHBIX JIMI[) KapT-CUETOB,
AJIEKTPOHHBIX KOILIEIbKOB, KPHUIITOKOIIECIbKOB W YIPABJICHUS JaHHBIMU
CpeACTBaMHU IUIaTeXeM; o00ecrneynBalOT (YyHKIMOHUPOBAHUS CHUCTEMBbI
noJicuera 3apad0TKa U BBITIATHI BO3HATPAXKICHUS UCTIOTHUTESIM.



3) Onepatopbl. OCYIIECCTBISIOT  aIMHHUCTPUpPOBaHHE (HOPYMOB,
Telegram-yatoB,  Telegram-kananoB, 4aT-00TOB, = OPUCHTUPOBAHHBIX
Ha JaHHBIA CTHOCO0 XWINCHHUS JIEHEKHBIX CPEACTB; OOCCIEYMBAIOT HAOOpP
HOBBIX HCTIOJHUTENEH; UX 0OydeHHE HaBbIKaM CO3JaHHs (DUITHHTOBBIX BEO-
CTpaHHUll, oOMaHa TMOTEPIEBIINX, OOECIEYCHUs] aHOHUMHOCTH, BBIBOJA
MOXHUIIEHHBIX JACHEKHBIX CPEJICTB; Pa3pelIaloT CIIOPhl C UCTIOIHUTENISIMU 10
MOBOJTY BBITLIAT.

4) Ucnosnurenn. Kak mnpaBuiao, 007a1al0T HHU3KHM — YPOBHEM
oOpa3oBaHUsI W OPUEHTHUPOBAHBI HA TIOJYYCHHE OBICTPHIX U JIETKUX
3apaboTkoB. IMeHHO oHU on0uparoT 00bsBieHne Ha «kufar.by», ncrnonb3ys
NPEIOCTABICHHBI WM MHCTPYMEHTapHil, CO37al0T (UIIMHTOBYIO BeO-
CTpaHuIlly; 10 aOOHEHTCKOMY HOMEpPY aBTOpa OOBSIBICHHS HAXOMIT €ro
B OJIHOM U3 MECCEHDKEPOB; BCTYMAlOT B OOIIEHUE C TMOTEPIEBIIUM IO/
MPEIJIOTOM >KeJIaHUSI KYIUTh BBICTABIICHHBIN Ha MPOJAXy TOBAp M YOSKIAIOT
B HEOOXOJMMOCTH TEepexojia Ha (PUITMHTOBYHO BEO-CTpaHMIly M BBOjJA
HEO0OXOIUMBIX JaHHbIX. [locpencTBoMm 4dar-00Ta OHU MOJYYarOT CBEJICHUS
0 JIEUCTBUSAX TMOTEPIICBIIETO HA (DUINMMHTOBOM CaiTe, CyMMe IMOXHUIICHHBIX
CPEIACTB U CBOEM JI0JIU B HEM.

ConelicTBOBaTh COBEPILICHUIO MPECTYIJIEHUA MOTYT U HMHBIE JIMIA,
OCYUIECTBIIIOIINE  HE3aKOHHYIO  JIEATEJIbHOCTh:  OCYILECTBIISIIOLIUE
PETUCTPALIMI0 HA TOJCTABHBIX JIMI A0OHEHTCKMX HOMEPOB, 3JIEKTPOHHBIX
KOILIEJIbKOB, OaHKOBCKMX CU€TOB (KapT); OKa3bIBAIOIIME COJICHCTBUE
B TpPAaH3UTE TMOXMUIIAEMBbIX O€3HAJIMYHBIX [JIEHEKHBIX CpPEICTB 4Yepe3
yhpaBisieMble HMMU OaHKOBCKME CYe€Ta M DJIEKTPOHHBIE KOIIEJIbKU;
C WuCnosb3oBaHueM BpenoHocHoro [IO0 wnam couuanbHOM WHXKEHEPUU
3aBJaJIeBaIOlMe aKKayHTaMu Tmonb3oBarenei «kufar.by», MeccenmxepoB
C IEJbIO UX UCIOJIb30BAHUU B MEPENUCKE C MOTEPIEBIINMH.

CBaTMHI — 3aBEJIOMO JIOKHBIH BBI30B IOJIULIMM, AaBapUHHO-
criacaTeJbHbIX CIYK0, myTeM (ajbIIMBLIX COOOIIEHU O MUHHUPOBAHUH,
yOuiicTBax, 3axBare 3aJI0)KHUKOB U T.II.

OTOT TEPMUH MPOUCXOAUT OT Ha3BaHUs IITYpMOBOU rpynmbl «SWAT
(special weapons and tacticS) — cHenMaJM3UPOBAHHON IMOJIUIIECHCKOM
equnuibl B CIHIA w wmHorux Jnpyrux crpaHax. Ecimu ectb yrposa,
Py KOTOPOM HEOOXOIUMO BMEIIATEIHLCTBO 3TON €IUHUIIBI, TOCIEICTBUSIMHU
MHOT/Ia CTAHOBUTCS 3BaKyallusl IIKOJ, JEJOBBIX yupexiaeHui. B 3amagHbix
CTpaHaX «CBaTHUHI» pAaCIEHUBACTCS KaK pPa3HOBUJHOCTh TEPpOpU3MA,
MOCKOJIBKY €T0 MCIOIB3YIOT ISl 3aIlyTUBAHUS U CO3JaHUE PUCKA TTOIyYCHUS
TEJICCHBIX MOBPEXKACHUN WM J1a)Ke CMEPTH.



CBaTTUHT B MEPBYIO OYEpEb

CBOWCTBEHEH Cpelie, Tjie JIoIu (Yale BHAMAHUE: CBATTUHI

BCEro MOJ'IOI[BIC) O6’L€I[I/IH$IIOTC$I n(6) CBATTVHT - Hoewiif gna Eenapycyt Bua NPECTYNNERNA.
AYNUraHbl-reimepsl 0TNP3BNAIOT. B 3KCTPEHHbIE CYKObLI TOMXHOE

KaKuM-TO HeJIIM HaanMep B coobueHne 06 0NaCHOCTY OT MMERW APYIOro NIpoKa.
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OHHaf/'IH'I/IFan SI HI/IX eCTB TepMI’IH 3 EPEbLIX, NOXHble COOI_)LUEHHR OTENEeKawT

3K(§Tpeleble Cﬂy)K6bI OT OKa3aHHA NOMOUK TeMm, KTO B
«BBI3BATh MUJIMITHIO HA JIOMY — KOTTIA | iiastbbtbuitbi s ol

I[H,I Toro, LITO6I)I, K HpI/IMepy, Bo-BTop ].“i_, TAaKHMH «pa3BOaMH» NreMMepbl MOryT
OOCTaBHThL DONbUIHE HENPHATHOCTH C 3@aKOHOM CBOHM

I0CaauTh OOWMTUHMKY, €My Ha JIOM [HCIECE
BBI3BIBAIOT HpaBOOXpaHHTeHCﬁ HI/I6O Mo BCEMY MUPY NONWLWA YCNELWHO YCTAHAENWBAET NHYHOCTH 3THX
5

reliMepoB. B Benapych 2a "CBaTTHHI" NPeayCMOTPEHA OTEETCTEEHHOCTD

COO6H_IaIOT o SaMI/IHI/IpOBaHI/H/I no cTatbe 340 YronoBHOro Kogekca: BnnoTbAC 7 NeT nuwernns ceoboapl!

A ecnu reifMep He 4OCTHI BO3PACTA NPUENEYSHNA K YrONOBHON

KaKOFO'J'II/I6O O6T>CKTa OTEETCTEEHHOCTH, TO OTBEYaTh 38 HErD NPHAETCA

..NOB OC

B nocnennue ronapl «CBaTUHI
u3 3a0aBbl JIIOOWTENCH OHIAWH-UTP U
XaKepoB TMpEBpPATUJICI B MacCOBOE
SIBJICHUE W OOJBIIYI0 TpoOJieMy st
MIPaBOOXPaHUTEIbHBIX OpraHoB
Pa3IUYHBIX CTpaH. KeprBamu
XYyJINTAHOB CTAHOBSITCS KaK OOBIYHBIE
JIIO]IA, TAK U 3HAMEHUTOCTH.

B Pecnyonuke bemapycsk 3a nepuoj 2020-2021 MHOTOKpaTHO BO3POCIIO
KOJIMYECTBO CJIy4aeB MOCTYIUIEHUSI COOOILIECHUM Ha 3JIEKTPOHHYIO IOUTY
O JIO)KHOM MHUHUPOBaHMU OO0BEKTOB. [lo00OHBIE «aLIAIOCTH» AOPOTO
00XOMSTCSl TOCYIapCTBY, a AJii BUHOBHBIX UPEBATHl BECbMA HEUIYTOYHBIMU
MOCJIEACTBUSMU.

Bo3pact npuBnedeHus K  aAMUHHUCTPATHBHOM  OTBETCTBEHHOCTH
no cratee 19.6 «3aBegomo mnoxkHoe cooOmeHue» Koaekca PecnyOnuku
benapych 00 agAMUHUCTPATUBHBIX MPABOHAPYIICHUSX HACTymaeT ¢ 16 Jer.
Cankuus cTaThu IMpeaycMaTpuBaeT HayoxeHue mrpada B pasmepe g0 30
0a30BbIX BEJIMYUH.

Kpome Toro, mpegycMoTpeHa yrojioBHass OTBETCTBEHHOCTb (¢ 16 jer)
npeaycMoTpeHHoit  cratbedt 340 «3aBemoMo  JIOKHOE  COOOIIEHUE
00 omacHocTh». CaHKIUS CTaThbU MpeaycMaTpUBaeT HakKa3aHUE B BUJIC
JIMIIEHUS CBOOOIBI HA CPOK 110 7 JIET.
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